Privacy Policy
Global Privacy Policy — How we collect, use, and protect your personal data
Effective Date: 2026.7.14

This Privacy Policy ("Policy") explains how [Company Legal Name] and its affiliates (collectively,
"the Company", "we", "us", or "our") collect, use, disclose, transfer, store, and protect your
personal data when you visit our website(s), use our products and services, or otherwise
interact with us (collectively, the "Services").

We are committed to protecting your privacy and processing your personal data in accordance
with applicable data protection laws, including where relevant the EU/UK General Data
Protection Regulation (GDPR), the California Consumer Privacy Act as amended (CCPA/CPRA),
the Vietham Law on Personal Data Protection (Law No. 91/2025/QH15) and Decree No.
356/2025/ND-CP guiding its implementation, and other applicable regional and national laws.

1. Definitions

« Personal Data — any information relating to an identified or identifiable natural person
(e.g., name, email, IP address, device identifier).

+ Sensitive Personal Data — data revealing racial or ethnic origin, political opinions,
religious beliefs, health, biometric or genetic data, sexual orientation, or other categories
requiring heightened protection under applicable law. For data subjects in Vietham,
Sensitive Personal Data also includes location data, e-identification/account login
credentials, banking and credit data, telecommunications and social media
usage/behavioral data, and criminal record data, as further described in Section 3.

+ Processing — any operation performed on personal data, such as collection, recording,
storage, use, disclosure, transfer, or deletion.

- Data Controller — the entity that determines the purposes and means of processing
personal data.

- Data Processor — the entity that processes personal data on behalf of and under the
instructions of the Controller.

- Data Subject / You — the individual to whom personal data relates.

2. Scope of This Policy

This Policy applies to all personal data we process about website visitors, customers,
prospective customers, business partners, and other individuals who interact with our Services
worldwide. It does not apply to third-party websites, products, or services that may be linked
from our Services; those are governed by their own privacy policies.

For data subjects located in Vietham, the processing of personal data by Bluemedia
Vietham Company Limited is additionally governed by our Vietnam Personal Data
Protection Policy, which is issued in accordance with Viethamese law. Where any
provision of this Global Policy conflicts with the Vietham Personal Data Protection Policy
in respect of data subjects located in Vietnam, the Vietham Personal Data Protection
Policy shall prevail. See also Section 16 (Governing Language and Order of Precedence).



3. Personal Data We Collect

We collect the following categories of personal data, depending on how you interact with us:

Category

Examples

Identity & Contact Data

Name, email address, phone number, postal address, job title,
company name.

Account Data

Username, password, account preferences, communication history.

Transaction Data

Products/services purchased, billing details, payment records
(payment card data is processed by our payment providers).

Technical & Usage Data

IP address, browser type, device identifiers, operating system, pages
viewed, referring URLs, and other analytics data.

Cookies & Tracking Data

Data collected via cookies and similar technologies (see Section 8).

Communications Data

Content of your inquiries, support requests, survey responses, and
feedback.

Sensitive
Data

Personal

For data subjects in Vietham only, and processed solely where
legally required and with your explicit consent where applicable:
location data (from positioning services); e-identification account
usernames/passwords and images of ID cards; banking/credit
account usernames, passwords, card details, and transaction
history; telecommunications and social media usage and
behavioral data; and criminal record data collected by law|
enforcement authorities.

We do not intentionally collect Sensitive Personal Data unless required for a specific, lawful
purpose and with your explicit consent where legally required.

4. How We Collect Personal Data

- Directly from you — when you register, contact us, subscribe, place an order, or fill in a

form.

- Automatically — through cookies, server logs, and analytics tools when you use our
Services.

« From third parties — such as business partners, analytics providers, advertising

networks, and publicly available sources, in accordance with applicable law.

5. Purposes and Legal Bases for Processing

We process personal data where we rely only on your consent, performance of a
contract, or compliance with a legal obligation under Viethamese law, as set out in our
Vietnam Personal Data Protection Policy.

Purpose Typical Legal Basis
Providing and operating our Services Performance of a contract
Managing your account and requests Performance of a contract / Legitimate

interests

Marketing communications and newsletters Consent / Legitimate interests (explicit prior|

consent is always required before sending
online advertising, together with a free and




easy opt-out mechanism, in accordance
with Article 28 of Law No. 91/2025/QH15)
Website analytics and improving our Services |Legitimate interests / Consent (cookies)
Security, fraud prevention, and networklLegitimate interests / Legal obligation

integrity
Complying with legal and regulatory|lLegal obligation
requirements

6. Sharing and Disclosure of Personal Data
We do not sell your personal data. We may share personal data with:

- Affiliates within our corporate group, for the purposes described in this Policy.

+ Service providers and processors (e.g., hosting, payment, analytics, customer support)
acting on our instructions under appropriate contractual safeguards.

- Business partners where necessary to provide a service you have requested.

- Authorities and third parties where required by law, court order, or to protect our rights,
safety, and property.

« Successors in the event of a merger, acquisition, or sale of assets, subject to this Policy.

7. International Data Transfers

We operate globally, and your personal data may be transferred to, stored in, or processed in
countries other than your own, including countries that may not provide the same level of data
protection as your home jurisdiction. Where we transfer personal data across borders, we
implement appropriate safeguards such as Standard Contractual Clauses, adequacy decisions,
or other legally recognized transfer mechanisms.

Before transferring such personal data abroad (including to our affiliates in China), we
additionally conduct a cross-border data transfer impact assessment and retain the
related records in accordance with Viethamese law, so as to be readily available to the
competent authority upon request.

8. Cookies and Similar Technologies

We use cookies and similar technologies to operate our website, remember your preferences,
analyze traffic, and support marketing. You can manage your cookie preferences through our
cookie banner or your browser settings. Some cookies are strictly necessary for the website to
function and cannot be disabled. For details, please see our Cookie Policy [insert link].

9. Data Retention

We retain personal data only for as long as necessary to fulfil the purposes for which it was
collected, including to satisfy legal, accounting, or reporting requirements. When personal data
is no longer needed, we securely delete, anonymize, or de-identify it.

10. Data Protection Officer and Data Protection Impact Assessment



Where required by applicable law, we appoint qualified personnel or a unit responsible
for personal data protection (“Data Protection Officer” or “DPO”) to oversee compliance
with this Policy and applicable data protection law, and to act as a point of contact with
regulatory authorities. In Vietham, our DPO meets the qualification and experience
requirements prescribed by Decree No. 356/2025/ND-CP.

Before carrying out processing activities that pose a high risk to the privacy and rights of
data subjects, including the processing of sensitive personal data, large-scale
processing, or cross-border data transfers. We conduct a Data Protection Impact
Assessment (DPIA) and retain the related records in accordance with applicable law, so
as to be readily available to the competent authority upon request.

11. Data Security

We implement appropriate technical and organizational measures to protect personal data
against unauthorized access, alteration, disclosure, loss, or destruction. These measures
include encryption in transit, access controls, and regular security reviews. However, no
method of transmission or storage is completely secure, and we cannot guarantee absolute
security.

12. Your Rights
Depending on your jurisdiction, you may have the following rights regarding your personal data:

+ Access — request confirmation of, and access to, your personal data.

+ Rectification — request correction of inaccurate or incomplete data.

+ Erasure — request deletion of your personal data ("right to be forgotten").

- Restriction — request that we restrict processing in certain circumstances.

+ Objection — object to processing based on legitimate interests or for direct marketing.
- Data Portability — receive your data in a structured, machine-readable format.

+ Withdraw Consent — withdraw consent at any time, without affecting prior lawful
processing.

+ Non-Discrimination & Opt-Out — (for California residents) opt out of the sale/sharing of
personal data and not be discriminated against for exercising your rights.

+ Complaint — lodge a complaint with your local data protection authority.

To exercise any of these rights, please contact us using the details in Section 14 (Contact Us).
We will respond within the timeframe required by applicable law (for data subjects in Vietham:
acknowledgment within 2 working days; access/rectification/provision within 10 working
days; erasure within 20 working days; withdrawal of consent or restriction within 15
working days, as set out in our Vietham Personal Data Protection Policy).

13. Children's Privacy

Our Services are not directed to children below the age of digital consent under applicable law,
and we do not knowingly collect their personal data. If you believe a child has provided us with
personal data, please contact us so we can take appropriate action.



14. Contact Us

To submit any request, question, or complaint relating to your personal data, or to
exercise any of the rights described in Section 12, please contact us at:

+ Global Data Protection contact: [insert name/team, email, address]

+ For data subjects in Vietham — Data Protection Officer (Bluemedia Vietnam
Company Limited): Name: Van Thi Kim Huong / Head of Administration - Human
Resources;

Email: helen.van@bluefocus.com;
Phone: +84 973425108;
Office address: 80 Bat Nan, Binh Trung Ward, Ho Chi Minh City, Vietnam.

15. Changes to This Policy

We may update this Policy from time to time to reflect changes in our practices, legal
requirements, or Services. The updated version will be indicated by a revised "Last Updated"
date and will take effect when posted. We encourage you to review this Policy periodically.

16. Governing Language and Order of Precedence

This Policy is made in English. Where a translated version is provided for a specific
jurisdiction (including the Vietnamese-language Vietnam Personal Data Protection
Policy), such translated version is prepared to reflect the requirements of local law. For
data subjects located in Vietham, in the event of any conflict or inconsistency between
this Global Policy and the Vietham Personal Data Protection Policy, the Vietham Personal
Data Protection Policy (in Vietnhamese) shall prevail.
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